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Cnucok TepMUHOB U onpeaerieHnn

Opranm3anus — «'octuHULa «ATaT»

II/TH — nepcoHaJIbHBIE TAHHBIE.

HUCIH — napopManmoHHas CHCTeMa MePCOHABHBIX TaHHBIX.
APM — aBTOMaTHU3MpOBaHHOE paboyee MeCTO.

C3IIIH — cucrema 3aiuThl IEPCOHAIBHBIX JaHHBIX.



1. O6wume nonoxeHus

Hacrosimuii 1OKyMEHT ycTaHaBIuMBaeT TpeOoBaHMA K oOecneueHHio 0e30macHOCTH
NEPCOHAIBHBIX JAHHBIX TMpU HX 00paboTke B HHPOPMAIMOHHBIX CHCTEMax, a TakKkKe
UHPOPMALIMOHHBIX TEXHOJOTUH M TEXHUYECKUX CPEJCTB, IO3BOJSIOMIMX OCYIIECTBISATh
00paboTKy TaKMX NEPCOHABHBIX JAaHHBIX C UCIOJIb30BAHUEM CPEACTB aBTOMATU3ALINU.

[Tonutuka paszpaborana B coorBercTBHM C¢ Konctutyrmeit Poccuiickoit ®enepanuu,
®denepanbHbIM 3ak0HOM OT 27 mrois 2006 1. Ne 149-®3 «O6 undopmanuu, nHGOPMaITMOHHBIX
TEXHOJIOTUSX U O 3amuTe nHpopmanuny, OenepanbHbM 3akoHOM 0T 27 uroinst 2006 r. Ne 152-
@3 «O nepcoHanbHbIX AaHHBIX», [loctanoBnenueM IIpaBurensctBa PO ot 01.11.2012 1. Ne
1119 «O6 yrBepkaeHHH TpeOOBaHHWI K 3aIIMTE MEPCOHAIBHBIX JAAHHBIX MPH UX 00pabOTKe B
WH(POPMAIMOHHBIX CHUCTEMaxX IMEepPCOHAIBHBIX JaHHbIX», I[Ipukazom @OCTOK Poccum ot
18.02.2013 Ne 21 «O06 yTBEp»ACHUU COCTaBa M COJACPKAHUS OPraHU3AIMOHHBIX U TEXHUYECKHX
Mep 1o obecrneueHu0 Oe30MacHOCTH TMEPCOHAJIbHBIX JaHHBIX TpU HX 00paboTke B
WH(OPMAIIMOHHBIX CHCTEMaX TIIEPCOHATBHBIX JJAHHBIX» W ONPEACISIeT MOPSIOK 3alTUThI
NEePCOHANBHBIX JaHHBIX, 00pabaTbiBaeMbIX B OpraHuzaiuu.

1.1. Heab NOJUTHKH.

Omnpenenutb TpeOoBaHUsS 0€30MACHOCTH K MEPCOHAIBHBIM JTaHHBIM, 00pa0aThIBA€MbIM B
WH(OPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX MaHHBIX OpraHu3anuu, ¢ HENbI0 MPEIOTBPAIICHUS
JT1000r0 HeCAaHKIIMOHUPOBAHHOTO JIOCTYIIA.

Kputnunaeim  ¢akropom OezonacHoctu [I/lH sBnsercss opranmsanusi 3((QEeKTUBHOTO
KoHTposst goctyna k [1/]H, oOpabaTeiBaeMbIX B MH(POPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX
TaHHBIX. OTCYTCTBUE aJIEKBATHOTO KOHTPOJIS JOCTYIA MOXKET BECTH K HECAHKIIMOHUPOBAHHOMY
noctyny Kk UCIIIx Opranuszanumu.

1.2. O6aacTh NpUMeHeHus.

TpeboBanust Hactosuiet I[lonmuTukKM pacmpocTpaHsOTCS Ha BCEX COTPYIHUKOB
Opranu3anuu (IITaTHBIX, BPEMEHHBIX, paOOTAIOIIUX M0 KOHTPAKTY U T.I1.), @ TAKXKE BCEX MPOUYUX
a1 (MOAPSAIYMKH, ayTUTOPHI U T.11.).



2. CocTaB U cogepxaHue mep no obecnevyeHutro 6esonacHocTu MNMOH m
nnad pa6ot no 3awute MNOH, o6pabaTbiBaembix B UCINOH
OpraHusauum

2.1. CocraB u cojep:kaHue Mep 1o odecnedennio 6ezonacuoctu I11x

B cocraB mep no obecriedeHnto 6e30MacHOCTH MEPCOHATBHBIX JaHHBIX, PEalu3yeMbIX B
paMKax CHCTEMBI 3alUThl MEPCOHAIBHBIX JAHHBIX C YYETOM aKTYyalbHBIX YIpo3 0€30MacHOCTH
NEPCOHATIBHBIX TAHHBIX U MPUMCHACMbBIX I/IH(i)OpMaI_II/IOHHLIX TCXHOHOFHﬁ, BXOIOAT:

e Mepsl 0 UACHTUPUKAMU U ayTeHTU(PHUKAIIMN CYObEKTOB JOCTYyINa U 00BEKTOB JI0CTYIa
JIOJKHBI 00€CIIEYNBATh IPUCBOECHUE CYObEKTaM U 00BEKTAM JJOCTYIIa YHUKAIbHOIO
MpU3HaKa (MIeHTU(PHUKATOPA), CPABHEHUE TIPEABSBISIEMOTO CyOBEKTOM (0OBEKTOM)
JOCTyTa HIeHTH(HUKATOpa C IEPEYHEM IPUCBOCHHBIX HIICHTH()HUKATOPOB, a TAKKE
MIPOBEPKY MPUHAIIEIKHOCTH CYOBEKTY (00BEKTY) HOCTYIA MPEIbSIBICHHOTO UM
uaeHTuuUKaTopa (oATBEPKIEHUE TTOJUIMHHOCTH).

e Mepsl 110 yHpaBIEHUIO JOCTYIOM CyOBEKTOB IOCTYIA K 00BEKTaM JOCTYIa JOKHBI
o0OecreunBaTh ynpapieHUE MpaBaMu U MPUBUIETUSIMH CYOBEKTOB JAOCTYIIA,
pasrpaHuueHue JOCTyna CyOBbeKTOB JOCTYyIAa K 00bEKTaM JIOCTYyIa Ha OCHOBE
COBOKYITHOCTH YCTaHOBJICHHBIX B MH(POPMALIMOHHON CUCTEME MTPABUII Pa3rpaHUYCHHUS
JI0CTyIa, a TaKXKe 00ecreynBaTh KOHTPOJIb 32 COOIIOEHUEM ITUX ITPABUIL

e Mepsl 10 OrpaHUYECHUIO IPOTPAMMHOM CpeIbl JOHKHBI 00ECIeUnBaTh YCTAHOBKY U
(unm) 3amyCK TOJIBKO Pa3pelIeHHOro K HCIIOJIb30BAHUIO B MH(POPMALIMOHHOW CUCTEME
IPOTPAMMHOTO 00eCTIeUeHHS MM UCKIIF0YaTh BO3MOXKHOCTh YCTAHOBKH U (HMJIH) 3aITyCKa
3aIpeIIeHHOT0 K UCIOIb30BaHUIO B UHPOPMAIMOHHON CHCTEME IIPOrPaMMHOTO
oOecrieyeHus.

e Mepsl 10 3a11UTe MAIIMHHBIX HOCUTEIEH MepCOHAbHBIX JaHHBIX (CpelICTB 00paboTKH
(XpaHeHMsI) HEPCOHANBHBIX JIaHHBIX, ChEMHBIX MALTMHHBIX HOCUTEEH MepCOHATbHBIX
JAHHBIX ) TOJIKHBI UCKIHOYAaTh BO3MOKHOCTh HECAHKIIMOHUPOBAHHOTO JI0CTyIA K
MAIIMHHBIM HOCUTENSIM U XPaHALIMMCS Ha HUX NIEPCOHAIBHBIM JAHHBIM, a TAKKe
HECaHKI[MOHMPOBAHHOE UCIOJIb30BaHUE ChEMHBIX MAIIMHHBIX HOCUTENEH MePCOHATbHBIX
JAHHBIX.

e Mepsl o peructpanuu coObITHI 0€30MaCHOCTH J0JIKHBI 00ecreunBaTh cOOp, 3aIuch,
XpaHEHHUE U 3alIUTy HHPOpMaLUK 0 COOBITUAX 0€30MaCHOCTH B HHPOPMAIIMOHHOM
cUcTeMe, a TAK)Ke BO3MOXHOCTh MPOCMOTPA U aHAIN3a HH(POPMAIIMK O TAKUX COOBITUSIX
U pearupoBaHuE Ha HUX.

e  Mepsl 10 aHTUBUPYCHOMN 3alIUTE J0JKHBI 00ecrieunBaTh OOHApyKEHHE B
MH(POPMALIMOHHOM CUCTEME KOMITBIOTEPHBIX MPOrpaMM JINOO HHON KOMIIBIOTEPHON
uH(pOopMalny, MpeJHa3HAYE€HHOM JIJIsl HECAaHKIIMOHUPOBAHHOTO YHUUTO)KEHHUS,
OJIOKMpPOBaHUA, MOAM(PUKALINN, KOTTUPOBAHHSI KOMIIBIOTEPHON HH(DOPMAIIH WIH
HEeNTpaau3auu CpeACTB 3allUThl HH(OpMaIIMHY, a TAK)Ke pearnpoBaHyue Ha OOHapyKeHHe
3THUX MPOrpaMM U HHPOPMALIUH.

e Mepsl 0 OOHAPYKEHUIO (MPEIOTBPAIIECHUIO) BTOPKEHUHN JOIIKHBI 00ECTICUNBATh
oOHapyXeHHe NeUCTBUI B MH(OOPMAITMOHHON CHCTEME, HAIIPaBJICHHBIX Ha
HECaHKIIMOHUPOBAHHBIN 1OCTYI K HH(OpPMAIIMH, CTIeIUaIbHBIE BO3/ICHCTBUS HA
MH(OPMALIMOHHYIO CUCTEMY U (UJIM) NepCOHAIbHbIE JAHHBIE B LIEAX T0ObIBAaHUS,
YHUYTOXKEHUS, UICKAKEHNUS U OJIOKMUPOBAHUS JIOCTYIIa K EPCOHAIBHBIM JJAaHHBIM, a TAK)Ke
pearupoBaHHE Ha 3TH AEHCTBUSI.



e Mepsl 10 KOHTPOJIIO (aHATU3Y) 3AIUIIEHHOCTH IEPCOHAIBHBIX JAHHBIX JOJKHBI
o0ecreunBaTh KOHTPOJIb YPOBHS 3aILUIIEHHOCTH IEPCOHAIBHBIX TaHHBIX,
o0pabaTbIBaeMbIX B MHPOPMALIMOHHONW CUCTEME, ITyTEM MPOBEJICHHS CUCTEMAaTHIECKUX
MEpONPUATHHA N0 aHATIU3Y 3aLIUIIEHHOCTH HHPOPMALMOHHON CUCTEMBI U TECTUPOBAHUIO
paboTOCTIOCOOHOCTH CUCTEMBI 3aLIUTHI IEPCOHATBHBIX JAHHBIX.

e Mepsl 110 00ecrieueHHIO LETOCTHOCTH HHPOPMALIMOHHOM CUCTEMBI U IEPCOHATBHBIX
JTAHHBIX J0JKHBI 00ecrieunBaTh OOHapyeHHe (aKTOB HECAaHKIIMOHUPOBAHHOTO
HapyIIEHHUS HEJIOCTHOCTH MHPOPMALMOHHOW CUCTEMBI U COAEPIKAIIUXCS B HEH
HEPCOHAIBHBIX JAHHBIX, & TAK)KE BO3MOKHOCTh BOCCTAHOBJICHHSI HH(OPMALIMOHHON
CUCTEMBI U COAEPKAIINXCS B HEW IIEPCOHAIbHBIX JaHHBIX.

e Mepsl 10 00eCIeUeHUIO JOCTYITHOCTH IIEPCOHANIBHBIX IaHHBIX JJOJKHBI 00ecIeuynBaTh
aBTOPU30BAHHBIN OCTYII MOJIb30BATENIEH, UMEIOIINX MPaBa 10 JOCTYILY, K
NEPCOHAIBHBIM JaHHBIM, COJEPKAIUMCS B UH(OPMALIMOHHON CUCTEME, B IITATHOM
pexxume QyHKIMOHUPOBaHUS HH(POPMALIUOHHOM CUCTEMBI.

e Mepsl 110 3a1IKTE CPebl BUPTYAIM3ALUH J10JKHBI HCKIIIOYaTh HECAHKIIMOHUPOBAHHBIN
JIOCTYTI K TIEPCOHAIBHBIM JJAHHBIM, 00pa0aThIBaeMbIM B BUPTYaJIbHOU HHPPACTPYKTYpE,
U K KOMIIOHEHTaM BUPTYaJIbHOM HHPPACTPYKTYpPHI U (WIIK) BO3JIeHiCTBUE HA HUX, B TOM
YHCIIe K CPEJICTBAM YIIPABJICHUS BUPTYaTbHOH HHYPACTPYKTYpPOd, MOHUTOPY
BUPTYaJIbHBIX MAIIKH (TUIIEPBU30PY), CUCTEME XPAaHEHHUS JAHHBIX (BKIIIOYasl CUCTEMY
XpaHeHHus 00pa30B BUPTyalTbHONU HHPPACTPYKTYPHI), CETH MEpPeIavun JAHHBIX Yepes3
3JIEMEHTHI BUPTYaIbHOM UK puznyeckoit ”HPPaCTPYKTyphl, TOCTEBBIM ONEPAL[IOHHBIM
CUCTEMaM, BUPTYaJIbHbIM MalllMHAM (KOHTEIHEpaM), CUCTEME U CETH PEILIMKALUY,
TEPMHUHAIBHBIM U BUPTYaJIbHBIM YCTPOMCTBAM, a TAK)KE CUCTEME PE3EPBHOTO
KOIIMPOBAHUS U CO3/1aBAEMBIM €10 KOIIHSM.

e  Mepsl 110 3aIIUTE TEXHUYECKUX CPEICTB JODKHBI MCKIIFOYATh HECAHKIMOHUPOBAHHbIN
JIOCTYI K CTallMOHAPHBIM TEXHUYECKUM CPEACTBaM, 00pabaThIBAIOLINM [IEPCOHATILHBIE
JTaHHbIE, CpeACTBaM, 00€CIIeUMBAIOIINM (PYHKIIMOHUPOBAaHUE UH(POPMALIUOHHON
cucTeMbl (lanee - cpeacTBa odecrieueHust PyHKIIMOHUPOBAHMS), U B IOMEIIEHUS, B
KOTOPBIX OHU MOCTOSTHHO PACIIONIOKEHbI, 3aIIUTY TEXHUYECKUX CPEJICTB OT BHEUTHUX
BO3/ICICTBUH, a TAKXKE 3AILUTY IE€PCOHAIBHBIX JaHHBIX, IIPEJCTABICHHBIX B BUJC
MH(OPMATUBHBIX AMEKTPUUECKUX CUTHAJIOB U (PU3MUECKUX TOJIEH.

e  Mepsl 1o 3a11uTe UHPOPMALTMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U Nepeadn
JAHHBIX JI0JDKHBI 00€CTIeYMBATh 3aIIUTY NEPCOHAIBHBIX JAHHBIX MPH B3aUMOAECHCTBUH
MH(OPMALIMOHHON CUCTEMBI WJIU €€ OTAEIbHBIX CETMEHTOB C HHBIMU
UH(POPMALIMOHHBIMU CUCTEMaMH U MHPOPMALIMOHHO-TEJIEKOMMYHUKAITMOHHBIMHU CETAMU
MOCPEACTBOM IPUMEHEHHUS apXUTEKTYpbl UH(POPMALIMOHHON CHCTEMBI U IPOEKTHBIX
pelleHM, HalpaBJIeHHBIX Ha oOecrieueHne 0€30MacHOCTH MePCOHABHBIX JTaHHbIX.

e Mepsl 110 BBISIBICHUIO MHIIMIEHTOB U pEarnpoBaHUIO Ha HUX JOJIKHBI 00eCreunBaTh
oOHapyXeHHe, HACHTU(PUKAIUIO, aHAJIU3 HHIUICHTOB B MHPOPMAIIMOHHOM CHCTEME, a
TaK)K€ IPUHATHE MEP 10 YCTPAHEHUIO U NPEIYNPEKICHUIO HHIUACHTOB.

e Mepsl 10 yrpaBJieHUIO KOHPUTYparueit HHOOPMAITMOHHOM CUCTEMBI U CUCTEMBI 3aIIUTHI
NEPCOHANBHBIX JaHHBIX JOJDKHBI 00€CTIeUnBaTh YIPABICHNUE U3MEHEHUSIMU
KOH(Urypauuu nHGOPMaLMOHHONW CUCTEMBI M CUCTEMBI 3aIIUThI IEPCOHATIBHBIX TaHHBIX,
aHaJM3 NOTEHIMATBHOTO BO3/ICHCTBUS TUIAaHUPYEMbIX U3MEHEHUI Ha oOecrieueHue
0€30M1aCHOCTH MEPCOHATBHBIX JAHHBIX, & TAKXKE JOKYMEHTHPOBAHUE 3TUX U3MEHEHHH.

Jlnst peanM3anuy yKa3aHHBIX MEp MO OOECMedYeHUI0 0e30MacHOCTH MOTYT MPUMEHSTHCS
MEKCETEBbIE IKpPaHbl, CHCTEMbI OOHAPYKEHHS BTOP>KEHUH, CPEelICTBA aHANW3a 3alIMIIEHHOCTH,
CIeNUaTM3UPOBAHHBIE KOMITJIEKCHI 3alIUThI M aHAJIM3a 3alUIIEHHOCTH HH(OpMaIUH.



st 3ammtsl [1/]H, npencraBneHHOl B Buie MH(GOPMATUBHBIX 3JIEKTPUUYECKUX CUTHAIOB
U (QU3NYECKUX TOJeH MOryT MpPHUMEHAThCS CIEAYIOUIME METOAbl M CHOCOOBI  3alllUThI
uHpOpMaLUu:
® JHCIIOJIB30BAHUE TEXHUUYECKUX CPENCTB B 3AIIMUIICHHOM UCIIOJIHECHNH;
® UCMOJB30BAHUE CPEJCTB 3aIIUTHl MH()OPMAIMH, TMPOIIEAIINX B YCTAHOBICHHOM
MIOPSIAKE IPOLEYPY OLIEHKU COOTBETCTBUS;
e pa3MelleHHEe OOBEKTOB 3alllUThl B COOTBETCTBUM C IMpEANHCaHUEM Ha
JKCILIyaTaluIo;
® pa3MeUIeHHE MOHIKAIOMIUX TPAHC(POPMATOPHBIX MOJACTAHIIUI AIIEKTPONUTAHUS U
KOHTYPOB  3a3€MJICHHs TEXHHYECKMX CPEACTB B Ipelaeiax OXpaHsaeMou

TEPPUTOPUH;
e oOeccrieyeHHE pAa3BA3KU IICMEH JIIEKTPONMUTAHUS TEXHUYECKHX CPEACTB C
IMOMOULIBIO 3aIIUTHBIX GbunbTpOB, OJIOKHPYIOLIUX (O 1aBIISAIOIIMX )

MH(OPMATHUBHBII CUTHAI;

e o0ecreyeHne SJIEKTPOMATHUTHON Pa3BS3KU MEXKIY JIMHUSMU CBS3U U JAPYTUMU
LEMSIMH BCIOMOTATEIbHBIX TEXHUYECKUX CPEJICTB U CHUCTEM, BBIXOIAIIMMHU 3a
mpeesbl OXpaHIeMOoil TeppUTOpUH, U HHPOPMAITMOHHBIMH LETSIMHU, 110 KOTOPBIM
MUPKYJIHAPYET 3amuinaemMasi iHHOpMaIus.

Bosmoxnble MeTopl U criocoOb! 3amuThl [1J{H, mpeacTaBieHHbIX B BUIE aKyCTUYECKOM
(peueBoii) mHPOpPMAIHH, 3aKIIOYAIOTCS B PEAIM3AIMA OPTAHU3AIMOHHBIX M TEXHUYCCKUX MeEp
IUIsi  o0ecrieueHus] 3BYKOM3OJSIIMM OrPaXKJAIONIMX KOHCTPYKIMM TMOMENICHHH, B KOTOPBIX
pacnojyiokeHa WH()OpPMAIMOHHAS CHUCTEMa, MX CHCTEM BEHTHUJISIIUU W KOHIUIIMOHUPOBAHUS, HE
MO3BOJIAIONIEH BECTH MPOCIYIIMBAHME aKyCTHUYECKOH (peueBoil) mHGOpMaIluu MpU TOJI0COBOM
BBOJIC TMEPCOHAIBHBIX JAHHBIX B HWH(DOPMAIMOHHOW CHCTEME WJIM BOCIHPOU3BEICHUU
uH(pOpMaIIUU aKyCTUYECKUMHU CPECTBAMH.

2.2. IIpuHIUNBI U CTIOCO0LI ONpe/ie/IeHUs] AKTYaJIbHBIX YIpo3 0e3onacHoctu I11n

Jnst BeiOopa ©  peanusanu  Mep 1o obecrnedyenuto OezomacHoctH  [I[lH B
uHpopMalMOHHOM cucteme OpraHu3anuu Ha3HayaeTcs OTBETCTBEHHBIM IO  3aluTe
uH(popMaluu B UHPOPMAIIMOHHBIX CUCTEMAX MEPCOHANBHBIX JTaHHBIX.

Beibop u peanmzanus mep mno oOecneuenuto OezomacHoctu IIJJln B UCIIAH
OCYIIECTBIISIIOTCS HA OCHOBe, ompeaenseMblx B Opranuzanuu, yrpo3 0e€30macHOCTH
NEpCOHANBHBIX JaHHBIX (MOJENb yrpo3) M B 3aBUCUMOCTH YpOBHs 3amuiieHHoctd [1/IH,
omnpezaeneHHoro B coorBeTcTBuM ¢ Iloctanosnenuem IlpaButenscta ot 1.11.2012 r. Ne 1119
«O0 yTBepKIeHHH TpeOOBaHMN K 3allUTe MEPCOHAIBHBIX MAHHBIX HpU HUX 00paboTKe B
MH(OPMALIMOHHBIX CHUCTEMaX MEPCOHATbHBIX TAHHBIX».

Mogens yrpo3 pazpabaTbIBaeTCs Ha OCHOBE CIEAYIOIIMX METOJANYECKUX IOKYMEHTOB!

e basoBas mMojenb yrpo3 0€30MacHOCTH NMEPCOHATBHBIM JaHHBIM MPU 00pabOTKE B
MH(OPMALIMOHHBIX CHCTEMax IEPCOHANBHBIX JaHHBIX, YTBEPXKACHHOH 15
despans 2008 r. 3amectutenem nupekropa @CTOK Poccuu;

e Meronuka ONpeNeNeHnss akKTyaJbHBIX Yrpo3 0€30MacHOCTH NepCOHAbHBIX
JaHHBIX TpU 00paboTKe B MH(POPMAITMOHHBIX CUCTEMAaxX MEPCOHAIBHBIX JAHHBIX,
yrBepxkaeHHon 14 ¢eBpans 2008 r. 3amecturenem nupextopa ®CTIK Poccun.

Monens yrpo3 nepcoHajabHbIM JaHHBIM COCTABIISIETCSI OTBETCTBEHHBIM 10 3amute [1/1H n
yTBepxkAaeTcsa pykopoaureneM Opranu3anuy.

[Tepuoanunocts nepecmorpa Moaenu yrpo3 s kaxaon MCIIIH onpenenena B MyHKTE
2.4. naHHOTO TOKYMEHTA.

2.3. Onpenaenenue ypoBHs 3ammiesnoctu I/{n
IIpy  oOpaboTke  NEpPCOHAIbHBIX  JAaHHBIX B  HMH(OPMALIMOHHBIX  CHUCTEMax
yCTaHaBIMBalOTCA ypoBHM 3amuuieHHoctd [I/ln B coorBerctBum ¢ IlocraHoBieHneM
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[TpaButensctBa ot 1.11.2012 1. Ne 1119 «OO6 yrBepkAeHHHM TpeOOBAaHMN K 3alluTe
NepCOHATBHBIX TaHHBIX IPH UX 00paboTke B MH(OPMALMOHHBIX CHCTEMax IE€PCOHATBHBIX

JaHHBIX».

IIpu ompenenenun ypoBHs 3ammmieHHoctd [I/H, mpu mx o6pabotrke B HCIIAH
YUYUTBIBAIOTCS CIEAYIOIINE UCXO/IHbIC JaHHBIE:

Kareropusi oOpabaTbiBaeMbIX B HH(OPMALMOHHOW CHCTEME MEepPCOHATBHBIX
JTAHHBIX;

o0beM 00pabaTbiBaeMbIX MEPCOHAIBHBIX JaHHBIX (KOJUYECTBO CYOBEKTOB
MEPCOHANBHBIX JIaHHBIX, MEPCOHAIbHBIC JAaHHbIE KOTOPBIX OOpabdaThIBAIOTCS B
MH(POPMALIMOHHOH cHUCTEME);

3aJlaHHBIE OMEPaTOPOM XapaKTEPUCTHKU O€30MacHOCTH MEPCOHATBHBIX JTAaHHBIX,
oOpabaThiBacMbIX B HH(POPMAIIMOHHOMN CHCTEME;

THN yrpo3 6e3onacHocTy [1/1H, akTyanbHbIX A7 HHOOPMAIIHOHHON CHCTEMBI;
npoBepseTcs ycaoBue npuHanextoctu I1/In corpynaukam oneparopa [1JH nin
MHBIM CYOBEKTaM, He SIBJISIOIUMCS COTPYJHUKAMH OTIepaTopa.

[To pe3ynbraTam aHanmu3a UCXOAHBIX JAHHBIX MH()OPMAILIMOHHBIX CUCTEM MEPCOHAIBHBIX
JIAaHHBIX TPUCBAMBACTCS COOTBETCTBYIOLIMM YpOBeHb 3amuuieHHoctd [I/[H, m cocraBusiercs
«AKT ompeneneHus ypoBHs 3amuiieHHoctd [I[ln, mpu wux o6padorke B HCITTH»,
yTBEpK/1aeMbli pykoBoauTesneM Opranu3aiui.

YpoBeHb 3alUIIIEHHOCTH EPCOHATIBHBIX IAHHBIX MOXKET ObITh IEPECMOTPEH:

[0 pPEUIeHHI0 OTBETCTBeHHOTO Mo 3ammute [1/[H B Opranusamum Ha OCHOBE
MPOBEICHHBIX UM aHAJIN3a M OIICHKH YIrpo3 0e30MacHOCTH MEePCOHATBHBIX JTAHHBIX
C yueToM OCOOEHHOCTeW M (WJIM) M3MEHEHUH KOHKPETHOW HH(OPMAIIMOHHOM
CUCTEMBI;

[0 pe3ysibTaTaM MEPOIPHITUN MO0 KOHTPOJIO 32 BBITIOJHEHHWEM TpeOOBaHUM K
oOecriedeHn0 OE30MaCHOCTH TEPCOHATBHBIX JAaHHBIX NPU HX 00paboTKe B
MH(POPMAIIMOHHOH CHUCTEME.

2.4. Tlnan meponpusiTuii mo odecneyenuro 6ezonacuoctu IIn
Jns obecniedueHus: 0e30MacHOCTH MPOIECCOB 00paOOTKM MNEpCOHANbHBIX JIAHHBIX B
OpFaHI/I?;aIII/II/I, JOJIDKHBI OBITH BBIIOJIHEHEI pa60TBI, B COOTBCTCTBUU C INIAHOM, YKA3aHHOM HMIKC!:

Meponpusitue ‘ IlepuoguYHOCTH

Oprasn3anmoHHbIe MEPONIPUATHSA

O6cnenoBanre HHPOPMALIMOHHBIX CUCTEM
NEPCOHAIBHBIX JAHHBIX

PazoBoe

Onpenenenne nepeuns UCI /1 PasoBoe

Onpenenenne oopadarsiBaeMbIx [1/H 1

Pa3oBoe
00BEKTOB 3aIUTHI
OrnpeneneHue Kpyra Jidll, y4acTBYIOIIHMX B
PazoBoe
obpabotke I1/1x
OnpeneleHue OTBETCTBEHHOCTH JIU
pel 1 PazoBoe

YY9aCTBYIOIIUX B 00paboOTKe

Onpenenenne npaB pa3rpaHUYCHUS JOCTYIA
nonb3oBareneit UCITJIH, HeoOXOaUMBIX IS PazoBoe
BBITTOJTHCHHS JOJDKHOCTHBIX 00sI3aHHOCTEH

HasznaueHne OTBETCTBEHHBIX 32 0€30IaCHOCTD H

opraam3aruio UCIT/Ta PasoBoe

Onpenenenne ypoBHs 3auunieHHocty [IJH nis

PazoBoe
Bcex BosiBIeHHBIX MCIT/{H
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Meponpusitue

IlepnonuyHocTh

YcraHOBIEHUE KOHTPOJIUPYEMOM 30HBI BOKPYT
NCIIIx

Pa3oBoe

Br16op nomerieHuit st ycTaHOBKH anmapaTHBIX
cpeactB UCII/IH B moMeIIEHHSX, C LEbIO
uckmoueHuss HCJI nun, He AONMYyIIEHHBIX K

obpabotke I1/1x

PazoBoe

Opranuzanus pexxuMa u KOHTPOJIS JOCTYyIIa
(oxpaHbI) B TOMEIICHUS, B KOTOPBIX
ycTaHoBJieHbl anmnapaTtHbie cpeacTsa UCIIH.

Pa3oBoe

Opranu3zanus nopsiKa pe3epBHOr0 KOMUPOBaHUS
Y BOCCTAHOBJICHUS 3allMIIaeMoi HHPOPMALIUU HA
TBEP/IbIE HOCUTEIIN

PazoBoe

BBenenue B nelicTBUE MHCTPYKIIUU 110 3aILUTE
NCITn

PazoBoe

Opranu3zanus nHGOPMUPOBAHUS U O0yUEHUS
COTPYAHHUKOB O TIOPAJIKE 0OPaOOTKH U 3aIUTHI
I11u

PazoBoe

Pa3paboTka 1OMIKHOCTHBIX HHCTPYKITUH O
nopsiike oopadotku I1JIH 1 obecneueHN
BBEJICHHOT'O PEKMMA 3aIUTHI

PazoBoe

Pa3paboTka HHCTpYKLIU O IEHCTBUU B ClTyyae
BO3HUKHOBEHMSI BHEIITATHBIX CUTYaIIUH

PazoBoe

PazpaboTka mosnoxxenus 06 00paboTKe U 3aIIuTe
I111, obpabareiBaembix B UCIIIH

PazoBoe

yTBep)KI[eHI/Ie MMOJIUTHKH 0€30I1aCHOCTHU
NICPCOHAJIBHBIX JAHHBIX

Pazosoe

Opranuzanus KypHaia yueTa oOparieHuii
cyowsekToB [1][H

PazoBoe

Opranu3zanus nepeyHs no y4ery TEXHUUECKUX
CPENICTB M CPEJICTB 3AIUTHI, a TAKKE
JIOKYMEHTAIUU K HUM

PazoBoe

Opranuzanus ocToB OXpaHbl Il MPOIYCKa B
KOHTPOJIHMPYEMYIO 30HY

PazoBoe

NHxKeHepHO-TeXHHYECKHE MEPONIPUATHSA

BHenpenne TeXHUYECKON CUCTEMBI KOHTPOJIS

PazoBoe
JIOCTYTIa B KOHTPOJIMPYEMYIO 30HY M IOMEILIEHUS
BHenpenne TeXHUYECKON CUCTEMBI KOHTPOJIS
PazoBoe
nocryna K anementam UCIIn
YcraHoBKa Kamo3M Ha OKHAX PazoBoe
BHuenpenue pe3epBHBIX (IyOIUpPYIOIINX )
TEXHUYECKHUX CPEJCTB KIIOUEBBIX AJIEMEHTOB PazoBoe

VCTI/Tn

Meponpusitusi no BHeapenuo C3U or HCJI

Buenpenue cucremsl 3amutel oT HC/] Ha

PasoBoe
pabouyuX CTaHLUAX U CepBepax
BrenpeHne cucteMbl aHTUBHPYCHOW 3aIUTHI PazoBoe
BrenpeHue cpeacTB MEKCETEBOTO
AP pez PasoBoe
SKPaHUPOBAHUS
BrenpeHue cpeacTs aHann3a 3allUIEHHOCTH PaszoBoe
BHenpenue cpecTB oOHapyKeHHUs] BTOPKEHUI PazoBoe
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Meponpusitue

IlepnonuyHocTh

Coznanue )xypHana BHYTPEHHUX MPOBEPOK U
NOJIICP>)KaHUE €r0 B AKTYaJIbHOM COCTOSIHUU

Exemecsauno

KonTposnb Haj coOtoieHneM pexnma 00padoTKu
[11a

ExeneneapHo

KonTpous Haj cOOII0OICHUEM PEXKUMa 3aIUThI

ExxenneBHo

KOHTpOJ'IB Ha BBIITOJIHEHHUEM aHTPIBI/IPYCHOﬁ
3alllUThI

ExeneneapHo

KoHTpomns Haj coOMI0ACHUEM PEKUMA 3aIUTHI
IIPH MTOJKJTFOYEHUH K CETSIM OOIIIETO MOJIb30BAHUS
1 (WIM) MEeKTyHApOIHOTO OOMEHa

ExenenennHo

[IpoBeneHNE BHYTPEHHHUX MTPOBEPOK HA MPEIMET
BBISIBJICHHSI U3MEHEHHI B PeKUME 00pabOTKH U
3amuThl [11x

Exeronno

KoHTpomns 3a 00HOBIEHUSIMH ITPOTPAMMHOTO
o0ecreYeHus U eqUHO00pa3Hsi MPUMEHSIEMOTO
I10 na Bcex anementax UCIIIn

ExxenenennHo

KonTpo:ns 3a obecrieueHueM pe3epBHOTO
KOIUPOBAHUS

Exemecsauno

Opranu3zanus aHajiu3a U epecMoTpa
uMeromuxcs yrpos 6ezonacuoctu [1/1H, a Takxe
Ipe/ICKa3aHue MOSBICHHS HOBBIX, €Ille
HEU3BECTHBIX, YIPO3

Exeronno

HozmepxcaHI/Ie B aKTyaJIbHOM COCTOSIHHNU
HOPMAaTUBHO-OPraHU3allMOHHLIX JOKYMCHTOB

Exemecsuno

KonTpois 3a pa3paboTKoii 1 BHECEHUEM
M3MEHEHUH B IPOrpaMMHOE 0OecrieyeHe
coOCTBEeHHOM pa3paboTku wim mratHoe [10,
CIeUaTIbHO J1opadaThIiBaeMoe COOCTBEHHBIMU
pa3paboTYNKaMU MIIH CTOPOHHUMH
OpraHru3alsiMu.

Exemecsauno

TectupoBanue peanuzanuu npaBuil GUIbTPAITUU
Ha MO, HacTpoek cucteMsbl 3anuThl oT HCJI,
CUCTEMBI 3aIIUTHI OT BUPYCOB, CUCTEMBI
OoOHapyXeHHS BTOPKCHHUI U aHAJTA3a
3alUIIEHHOCTH

Exemecsauno
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3. TpeboBaHusi no obecnevyeHNo 6€30MNacCHOCTU NepPCOHasrbHbIX
AaHHbIX

BriOpannbie 1 peanu3oBaHHbIE Mepbl Mo oOecmeueHuto Oe3omacHocTH [1/IH mOKHBI

o0ecrieunBaTh HEHTpaIN3aLMIO IPEANOJIAraeMbIX YIpo3 0€30MacCHOCTH MEPCOHAIBHBIX JaHHbIX,
npu ux 00paboTke B MHPOPMALMOHHBIX CHCTEMaX B COCTaBE CHUCTEMBI 3aIIUTHI MEPCOHAIBHBIX
JaHHbIX Opranusanuu.

Cucrema 3alMThl IEPCOHATBHBIX JAHHBIX, CTPOUTCS Ha OCHOBAaHUU:

e Mogenu yrpo3 0€30HaCHOCTH INEPCOHAIBHBIM JIaHHBIM IIPU HX 00paboTke B
MHGOPMALIMOHHOM CUCTEME MEePCOHAIBHBIX JaHHbIX «COTpyAHUKH» «l ocTHHUIA
«Arary,

e Mogenu yrpo3 0€30HaCHOCTH IMEPCOHAIBHBIM J@aHHBIM IpU HX 00paboTKe B
MHGOPMALIMOHHOM cucTeMe MepcoHalbHbIX JaHHbIX «l'octu» «l'ocTHHUIA
«Ararty,

e TexHMYECKOro IPOEKTa  «CHUCTEMBl  3allUTBl  INEPCOHAIBHBIX  JTAHHBIX
MH(GOPMALMOHHBIX CHCTEM NEPCOHANIBHBIX TaHHbIX «['ocTHHMLIA «ATaTy;

o Pyxooasmux gokymeHToB ®CTIK u ®Cbh Poccun.

BriOpannbie HeoOxoaumble Meponpuatusd no 3amute [I/[H orpaxkatorcs B «Onucanuu

CUCTCMBbI 3allIUTHI IICPCOHAJIbHBIX TAHHBIX «['ocTuHMIIA «Ararty.

3.1. TpeooBanusi no odecneyenuro 3ammuTbl B UCIIAn «Corpyanuxku» u UCIIAn
«I'ocTm»
Jnsa 3amutel o1 HCJ[ B MUCII[lH Ha paGouux CTaHIUSAX U CEpBepax yCTaHABIMBAETCS

CpeZCTBa 3alUTHl HH(POPMAINH, 00ECTICYHBAOIIUE:

Wnentudukanuss M ayTeHTUGUKALMS IOJb30BaTeNed, SBISIOIUXCA paOOTHUKAMU
oreparopa;

VYnpasnenne uaeHTH(UKATOpaMH, B TOM YHCIE CO3JaHHE, MPUCBOCHHUE, YHUUYTOXKECHHE
UIEHTU(HUKATOPOB;

VYrpaBnenue cpeiAcTBaMH  ayTEeHTU(PHUKAMH, B TOM 4YHCJIE XpaHEHHe, Bbljaya,
MHUIMAIN3alus, OJIOKHPOBAHUE CPEICTB AYTEHTH(PHUKAUUU U IPHUHITHE Mep B cllydae
yTpaTthl U (MJIM) KOMIOPOMETAIMH CPEJCTB ayTEHTU(DUKALIH;

3amuTa 00paTHOM CBSI3U MpHU BBOJE ayTEHTU(PUKAIIMOHHON HHOpMau

Unentudukanuss v ayTeHTH(UKALMA IOJb30BaTeNiel, HE SBISIIOIIMXCA paOOTHUKAMU
oreparopa (BHEIIHHUX MOJIb30BATENCH ),

VYnpasieHue (3aBeieHUE, aKTUBALUS, OJJOKMPOBAHUE M YHUUTOKEHHE) YUETHBIMH 3aIUCIMU
I10JIb30BATENEH, B TOM YHMCIIE BHEIIHUX I10JIb30BaTENIEH

Peanuzanus HEOOXOAMMBIX METOJIOB (IUCKPEIIMOHHBIM, MaHAATHBIM, POJIEBOM WM WHOU
METO[1), TUMOB (YTE€HHE, 3alHCh, BBHIOJHEHUE WJIM MHOM THI) M IPaBUJ pasrpaHUYEHUS
JIO0CTYTIa;

Vnpasnenue (punpTpanus, MapHipyTU3alusi, KOHTPOJIb COECIUHEHHM, OJHOHAIpaBICHHAS
nepefaya W HHBIE CIOCOOBI  yNpaBieHUs) HWHPOPMALMOHHBIMU TOTOKAMHU MEXKIY
yCTpOMCTBAMM,  CerMEHTaMH  MH(POPMAllMOHHOM  CHCTEMbI, a  TaKke  MEXIy
UH(POPMALIMOHHBIMH CUCTEMaMH;

Paznenenne momHOMOYMET  (poJiei)  TOJIB30OBATENEH, AIMHUHUCTPATOPOB W JIWII,
obOecneunBaromux (GyHKIIMOHUPOBaHUE HH(OPMALIMOHHON CUCTEMBI;

Ha3znauenne MHMHUMaIBHO HEOOXOAMMBIX TIpaB M  TNPHUBWIETHH  IOJIH30BATEISIM,
aJIMUHUCTpATOpaM M JIMIaM, 00ecneunBalomMM (YHKIMOHUPOBAHUE HH(OPMAIIMOHHON
CUCTEMBI;

11



— OrpaHudeHHE HEYCICIIHBIX MOMBITOK BXOJa B WH(MOPMAIMOHHYIO CHUCTEMY (JocTyma K
WH()OPMAITMOHHON CHCTEME);

—  Peanmzanus 3aluieHHOr0 YAaJeHHOTO JOCTYNa CyOBhEKTOB JOCTyNa K 00bEKTaM JIOCTyIa
yepe3 BHELTHHE WH(POPMALIMOHHO-TEIEKOMMYHUKAITUOHHBIE CETH;

—  VYnopaieHue B3auMoieiicTBUeM ¢ HHGOPMAIMOHHBIMU CHCTEMaMU CTOPOHHUX OpraHU3alui
(BHEITHUE MH(GOPMAITMOHHBIC CHCTEMBI);

—  Ompenenenune coObITH 6€30MACHOCTH, TIOICKALINX PETUCTPALIUH, U CPOKOB UX XPAaHECHHUS;

— Omnpenenenne cocraBa ©  COoACpkaHWs HWHPOPMAIMM O COOBITHSIX OE30MacHOCTH,
MOJUIeKAIUX PETUCTPALINN;

— COop, 3amuce u XxpaHeHue uHopManuu O COOBITUSAX O€30MacCHOCTH B TEUEHHUE
YCTaHOBJICHHOT'O BPEMEHH XPaHEHUS;

—  3amuTa HHGOPMAINH O COOBITUAX 0€30MaCHOCTH;

— Peanuzanus aHTUBUPYCHOM 3alIIUTHI;

— OOnoBneHue 0a3bl JAHHBIX IPU3HAKOB BPEIOHOCHBIX KOMIIBIOTEPHBIX IPOrpaMM (BUPYCOB);

— Opranuzanys KOHTPOJIHMPYEMOH 30HBI, B TMpeaesax KOTOPOH MOCTOSIHHO pPa3MEIIaloTCs
CTallMOHapHbIE TEXHUYECKHUE CpencTBa, oOpabarpiBarolue WHGOPMALMIO, U CPEACTBA
3aIUThl HHQOpPMAIIHMH, a TAKXKe CPEeCTBa oOecrieueHus] PYHKIIMOHUPOBAHHS;

— Koutponp u ynpaenenue (Gu3MYECKUM JOCTYIIOM K TEXHHYECKHM CPEACTBAM, CPElICTBaM
3amuThl  MHGOpMAIUMU, CpelacTBaM o0ecnedeHus (YHKIMOHMPOBAHMS, a TaKXkKe B
IIOMEIICHUSI ¥  COOPYXEHHSA, B KOTOPBIX OHHM YCTAQHOBICHBI, HCKIIOYAIOIINE
HECAHKI[MOHUPOBAHHBIN (PM3UUECKUI TOCTYH K CpecTBaM 00pabOoTKH HHPOPMAIIH, CPEC-
TBaM  3aIIUTHl HMHQOPMAIMM H  CpeAcTBaM  oOecreyeHHus  (yHKIIMOHHPOBAHHUS
MH(OPMALIMOHHON CHUCTEMBI, B IIOMEIICHUS U COOPYKEHHUS, B KOTOPHIX OHU YCTaHOBJICHBI;

— Pasmemenne ycTpoiicTB BbeIBoAa (oToOpaxeHHs) wuH(pOpManMK, WCKIIOYAIONIee ee
HECaHKIIMOHUPOBAHHBIN IIPOCMOTP;

— KouTponb ycraHOBKM OOHOBIEHUI MPOrpaMMHOr0O oOecredyeHus, BKIO4Yash OOHOBJICHHE
POTPaAMMHOTO 00eCTIeueH s CPEJICTB 3aIUTHl HH(pOpMaIumy;

— KoHutpons  paboTocnocoOHOCTH,  HapaMeTpoB  HACTPOMKM W MPaBUIBHOCTH
(GYHKIIMOHUPOBAHUSI IPOTPAMMHOT0 OOECTICUECHHUS U CPEJCTB 3alIUTH HHPOPMAITUH;

—  KoHTponb cocTaBa TEXHUYECKUX CPEICTB, MPOTPAMMHOTO O0ECIIEYCHUS M CPEICTB 3aIlIUTHI
uH(pOopMaLnu;

— Oo0ecrieueHne 3alIUTHl [EPCOHATBHBIX JAHHBIX OT PACKPBITHS, MOAUMUKAIMH U
HaBs3bIBaHUS (BBOJA JIOKHOM MH(POPMAIMK) TP ee nepeaade (MOAroTOBKE K Mepeaaye) Mo
KaHaJlaM CBSI3M, MMEIONIMM BBIXOJl 3a TIPEAebl KOHTPOJIMPYEeMOW 30HBI, B TOM YHCIIE
OecTpoBOIHBIM KaHAIaM CBSI3H;

3.2. TpebdoBanusi no opranusanuu odecrneyenus desonacuocru B UCII{n

Perucrpupyemsoie cucremoit 3anuthbl 0T HC/ coObITHSsI 6€30MacHOCTH Ha KOMIIBIOTEpaX 1
cepsepax MCII/IH [OmKHBI NPOCMATPUBATBCS W AHANU3UPOBATHCS HA HAJIM4YUE HE
CaHKLIMOHUPOBAHHBIX JEHCTBUI aAMUHUCTPATOPOM O€30MAaCHOCTU 1O PACNUCAHUIO, YKA3AHHOMY
6 nynkme 2.4.

g 3 pexTUBHOM 3alIUTHI OT BPEIOHOCHBIX MPOTPaMM U BHUPYCOB Ha KOMITBIOTEpaxX U
cepeepax WCII[In mepuommdecku (no pacnucauuio, yKazaHuomy 6 nywkme 2.4) TONKHBI
IIPOBEPSATCS JKypHAJIbl CUCTEMbl aHTUBUPYCHOM 3alIUTHI.

Hns obecrieuenust 3amuthl MCII[H ot yrpo3 6GesomacHoctu [1/ln B Opranuzanuu
HE00XO0aNMO 00ECIIEYUTh:

e KOHTpPOJb JOCTYIIA MOJI30BATEIEN K 3alUIIAEMBIM peCcypcaM B COOTBETCTBUHU C
MaTpulen J0CTyIa;
® y4eT BCeX 3alIMIIAeMbIX HOCUTENEH HH(POPMAIIUU C TOMOIIBI0 X MAPKUPOBKHU U
3aHECEHHE YYETHBIX JaHHBIX B JKypHal y4yeTa C OTMETKOM 00 uX BblIaye
(mpueme);
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e (Qusmueckas oxpaHa TEXHHYECKHMX CpPEACTB HWH(POPMAIMOHHONH CHCTEMBI
(ycTpoiicTB W Hocutened uH(oOpMaluu), NpeaycMaTpUBaiomas KOHTPOJIb
JIOCTYTIa B MOMEIICHUS TIOCTOPOHHUX JIUII, HATMYHE HACKHBIX MPETSTCTBUN JIJIS
HECaHKLIMOHUPOBAHHOT'O MPOHUKHOBEHUS B TOMEILICHUS ¥ XPaHWIUIIE HOCUTENEeH
uH(pOpMAIHH;

® HaJgM4MUe CPEJCTB BOCCTAHOBJICHHS CHCTEMbI 3aIIMTHI MEPCOHAIBHBIX IAHHBIX,
MpelyCMaTPUBAIOIIUX BEJACHHE JBYX KOINUWH MPOrpaMMHBIX KOMIIOHEHTOB
CPEICTB 3aIlUThl WHPOPMAIUU, UX NEPUOAMYECKOE OOHOBJICHHE W KOHTPOJb
paboTOCIIOCOOHOCTH.

e Mpoiiecca KOHTPOJIS 32 HEIOCTHOCTHIO IPOrpaMMHON ¥ HH(POPMAITMOHHON YacTH,
HPOLIEAYPbI BOCCTAHOBIICHUS (110 pACNUCAHUIO, YKA3AHHOMY 6 nyHKme 2.4).

3.3.lopsinok opranmu3anuu aocryna k UCII1n

Bce monpzoBarenu WCIIAH nomxHbl uMmeTh noctyn k pecypcam MCIIH Tonbko B
COOTBETCTBUHM C pa3pelIECHUsIMU, YCTAHOBJIEHHbIMM B «MaTpule noctyna IoJb30BaTeled K
pecypcam UCIITn».

Opranmzanus goctyna HOBOTO moJib3oBateneit k pecypcam MCII[In ocymecTBisieTcs
clenyroImuM o0pa3om:

1. CormacoBanue npoctyma moib3oBarens k pecypcam HWCII[In u moGasieHue
nosib3oBarenss B «CHHCOK JIMI], AOCTYN KOTOPBIX K MEPCOHAIbHBIM JIAHHBIM,
obpabateiBacmbix B MCII[lH HeoOXomaWM Ui BBITIOJHEHUS CITY)KEOHBIX
(TpylOBBIX) 00SI3aHHOCTEI»;

2. OsznakomuieHue nosb3oBatens ¢ «llomoxennem o6 o6padoTtke u 3amutsl [1/]H B
Opranuzanuun» 1 UCTpeOOBaHUE C MOJyib3oBarens noanucaHus «CornameHus o
Hepasriamenuu [1/1a»;

3. Co3maHuWe y4YyeTHOW 3alWCH TIONb30BaTEeNs W OpraHu3alus JOCTyna B
COOTBETCTBUHM C pa3pelIeHUsIMH, 3aUKCUPOBAaHHBIMH B «Marpuue jocrymna
nosib3oBareneil k pecypcam UCIITu».

[Ipu HeoOxonuMoOCTH yaaneHus AocTymna nojas3oBatens k pecypcam UCII/IH (B ciydasx
YBOJIBHEHUSI COTPYAHMKA M T.J.) HEOOXOAUMO 3a0J0KMPOBATh (MM yJalUTh) YYETHYIO 3alMCh
M0JIb30BATENS U OTKOPPEKTUPOBaTh «CIUCOK JIUL, JOCTYI KOTOPBIX K NEPCOHAIBHBIM JaHHBIM,
oOpabarbiBaeMbix B MCII/IH HeoOXoauMm JUIsl  BBIIOJIHEHUS CIYKEOHBIX (TPYJIOBBIX)
00s13aHHOCTEN».

3.4. Tlopsaok 06padoTKU HHIIUAEHTOB 0€30MACHOCTH

[Topsmox oOpaboTku uHIMAEHTOB Oe3omacHoctu [I/IH omucan B «MHCTpyKIuu 1o
opranuzainuu  pesepBupoBanus U BocctaHoBienuss HWCII[n, o00paboTka WHIMIEHTOB
oe3onacuoctu UCITIa».

3.5. Ilopsiaok BbINOJTHEHHUS NPOLEAYP Pe3ePBHOI0 KONMPOBAHUS

[Topsnok mpouenyp pesepBHoro konupoBanus II/[H ommcan B «MHCTpykuuu 1o
opranuzanuu pesepBupoBaHuss u BoccraHoBieHus MCIIJIH, o00paboTka HHIUAEHTOB
oe3omacaoctu UCITIa».

4. NMNonb3osatenu UCNOH
B Opranuzanyy MOXKHO BBIACIUTH cleayromue rpynnsl nons3oBatened WMCII/H,
y4acTBYIOIINX B 00paboTke u xpanennu [1/1H:

e AjamuHHCTpaTOpa 6€30MacHOCTH;
e Omnepatopa APM.
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JlaHHBIE O TPYNIax MOJH30BATENSAX, YPOBHE UX JIOCTYyINA U HHPOPMHUPOBAHHOCTHU JOJKEH
OBITH OTPAKEH B MATPHUIIEC JOCTYIIA Moyb3oBaresnei k pecypcam UCIIH.

4.1 AAMUHHCTPATOP 0€30MACHOCTH
AnmMuHUCTpaTOp 0€30MacHOCTH, COTpyAHMK OpraHu3anuy, OTBETCTBEHHBIH 3a
dbyakuuonupoBanue C3I1/IH, BriIO4as o0OCIy)XKMBaHHE M HACTPOWKY aIMHUHHUCTPATUBHOM,
cepBepHoii U KiMeHTcko komnoneHT UCIT/IH.
AnmuHECcTpaTop 6€30MmacHOCTH 00J1a/1aeT CIEAYIOIIUM YPOBHEM JIOCTYIA U 3HAHUI:
e oOnmagaer mpaBamu Anmunuctparopa UCIT/IH;
e o0Onamaer noiaHoM nHpopManuei 06 MCIT/IH;
e UMeeT JOCTYI K CPEICTBaM 3allUThl MHPOpPMAIMU U MPOTOKOIUPOBAHUSA U K
yacTH KiroueBbiX aneMenToB MCII/IH;
e HE MMeEeT NpaB JOCTyNa K KOH(PUTYpUPOBAHUIO TEXHUYECKHX CPEIICTB CETH 32
HCKJIIOYEHUEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX ).
AnmuHUCTpaTOp 06€30MaCHOCTH YIIOJTHOMOYEH:
® peanM30BBIBaTh NOJUTUKH Oe3omacHocTH B yactu Hactpoiiku CK3U,
MEXKCETEBBIX IKPAHOB U CUCTEM OOHAPYKEHUS aTaK, B COOTBETCTBUU C KOTOPHIMHU
nosib3oBarenb (Onepatop APM) monydaer BO3MOXXHOCTh paboTaTh ¢ JIeMEHTaMHU
NCIIH;
® OCYUIECTBJIATH ayAUT CPEJICTB 3ALIUTHI;
® YCTAaHABIIMBAThH JIOBEPUTEIbHBIC OTHOLICHHS CBOCH 3aIIMIIEHHON CETH C CEeTIMHU
npyrux OpraHuzanuu.

4.2 Onepatop APM
Omneparop APM, corpynuuk Opranuzanuu, ocyulecTBIsmuid o6padorky I[1J[H.
Ob6pabotka [1/In BKIO4aeT: Bo3MOKHOCTH mpocMmotpa I1/IH, pyunoit BBog I1/lH B cucremy
NCII[AH, ¢opmupoBaHME CHpaBOK M OTYETOB MO uHopmauuu, nomydeHHoil nz MCII/.
Oneparop He HMMEET IOJHOMOYMM JJisi YIpaBJi€HUs IOACUCTEMaMU OOpaOOTKU NaHHBIX U
C3I1/1H.
Omnepatop UCII/IH o6aaer ciaeayomuM YpOBHEM IOCTYMA U 3HAHUMN:
e o0mamaer BceMH HEOOXOIUMBIMH  aTpuOyTamMu  (Hampumep, MapoJiem),
00ecneunBaIIUMHU JOCTYIl K HEKOTOpOMY NoAMHOXecTBY [1J1H;
e pacrnojiaraeT KOH(QUACHIUAIBHBIMU JaHHBIMHU, K KOTOPBIM UMEET JOCTYII.

e o0Osagaer 4yacTtbio MHGOPMAIMM O TEXHUYECKHUX CPEICTBAX U KOHPUTYypaluuu
NCIIx;

e umMmeeT (PU3NYECKUN AOCTYN K TEXHMYECKHM CpelcTBaM o0paboTkH MH(popManuu
U Cpe/ICTBAM 3alllUThl;

® 3HAET, 10 MEHBIIEH Mepe, OIHO JIETaIbHOE UM JOCTYTIA.

5. TpeboBaHus K nepcoHany rno obecrnevyeHnro 6e3onacHoOCTn
NnepCcoHanbHbIX JaHHbIX

Bce corpyanuku Opranusanuu, sistomuecs noiab3oBarenamu MCITIH, 1omKHBI 4eTKO
3HaTh M CTPOTO BBINOJHATH YCTAHOBIEHHBIC IMpaBWIa U OOS3aHHOCTH IO JOCTYNYy K
3aIIUIIAEMbIM 00BEKTaM B COOTFOJICHUIO IPUHATOTO pekuma Oe3omacHoctu [1/1H.

[Ipu BcTymiieHHUH B JOJKHOCTH HOBOIO COTPYAHMKA HEMOCPEICTBEHHBIM HadallbHUK
Mojpa3/iefiecHus, B KOTOPOE OH TIOCTYINaeT, O0sS3aH OpraHM30BaTh €r0 O3HAKOMJICHHE C
JIOJDKHOCTHOM ~ MHCTPYKIMEH W HEOOXOAMMBIMU  JTIOKYMEHTaMH, PETJIAMEHTUPYIOITUMHU
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TpeboBanuss mo 3ammre I[IJ[H, a Takxke oOy4yeHHE HaBBIKAM BBIIOJHEHHS MPOLEIY,
HEOOXOIMMBIX JUISI CAHKITMOHUPOBaHHOTO Hcnob3oBanus UCIIJIH.

CoTpynHHMK TO/DKEH OBITh O3HAKOMIJIEH CO CBEICHUSMHU TOJOXKEHHUS MO 00paboTke u
o0ecrnieueHn0 0€30MaCHOCTH ePCOHANIBHBIX JaHHBIX, 00padaTeiBaeMbIX B OpraHu3aiyi.

Corpynuuku OpraHuzanuy, HCIOJB3YIOIINE TEXHUYECKUE CPEACTBA ayTEHTH(HKAINY,
JOJKHBI  O0ECIeUrBaTh COXPAHHOCTh WJEHTU(PUKATOPOB (SJICKTPOHHBIX KIIOYEH) U He
nonyckate HCJI x HMM, a Takke BO3MOXHOCTb MX YTEpHU WM MCIIOJIB30BaHMSI TPETbUMU
muuamu.  [lonp3oBarenm  HeCyT  NEPCOHAIBHYIO  OTBETCTBEHHOCTh 332  COXPAHHOCTh
UJACHTH()UKATOPOB.

Corpynnukn OpraHuzanud  JOJDKHBL  CIIEJOBaTh  YCTAHOBJIEHHBIM — IIPOLIEYypaM
nojyiep>kaHus pexkuma OesonacHoct [1/IH mpu BbIOOpe M MCMONB30BAHUU TMaposiel (eciu He
UCIIOJIB3YIOTCSI TEXHUYECKUE CPEICTBA ayTEHTU(DUKALINH).

Corpynuukun  OpraHuzaiiuu  JOJDKHBI  OOecreurMBaTh — HAJICKANIYI0  3aIIUTY
000py/I0BaHUs1, OCTABIIEMOT0 0€3 MPUCMOTPa, OCOOCHHO B TE€X CiIydasX, KOrja B MOMEIIECHUE
UMEIOT JIOCTYNl TIOCTOPOHHHME JHIa. Bce mosib30BaTeny AODKHBI 3HATh TpPeOOBaHUS IO
6e3omacHoct [1/lH u mpoueaypsl 3amuThl 000pyAOBaHUSA, OCTABICHHOTO 0€3 MpUCMOTpa, a
TaKXe CBOM 00S3aHHOCTH 110 00ECTIEYCHUIO TAKOW 3aIIUTHI.

CoTpynHuKaM 3ampelaeTcsl yCTaHaBIMBAaTh MOCTOPOHHEE MPOTrpaMMHOE OOecIedeHue,
MOJKJII0YATh JIMYHBIE MOOMJIBHBIE YCTPOWCTBA M HOCUTENH MH(OpMAIUK, a TaK)Ke 3aIHChIBATh
Ha HUX 3al[UIIaeMy0 HHPOPMAIHIO.

CotpynHuKaMm, a TaKke OBIBIINM COTPYIHUKAM, 3alPEIAcTCs pasriamaTh 3aluIaeMyro
uH(pOpMalIMI0, KOTOpas CTala MM HM3BEeCTHA Ipu padore ¢ MHOOPMALMOHHBIMU CHCTEMaMH
Opranuzanuu, TpeTbUM JINLAM.

IIpu pabore c IIJJlu B UCII[Jn corpymuuku OpraHuzanuu o00si3aHbl 00€CIEYUThH
OTCYTCTBHE BO3MOXHOCTH mpocmorpa [I/[H Tperbumu mnumamu ¢ MOHUTOpOB APM wmmm
TEPMHUHAJIOB.

IIpu 3aBepuienuun paborsl ¢ HCII[IH coTpyanuku o0s3aHbl 3amuTuth APM  win
TEPMHHANIBI C TIOMOIIbIO OJIOKUPOBKH KIIOYOM WM SKBHBAJIEHTHOTO CPEACTBA KOHTPOJIA,
HanpuMep, TOCTYIIOM IO MAPOJI0, €CJIM HE UCTIOIb3YIOTCS 00Jiee CHIIbHBIE CPECTBA 3allUTHI.

Cotpynuuku OpraHu3alnuu J0JKHBI OBITh POMH(POPMHUPOBAHEI 00 Yrpo3ax HapyIICHHS
pexuma Oe3omacHocTy IIJIH M oTBeTCTBEHHOCTHM 3a ero HapyueHue. OHU JOJKHBI OBITH
O3HAKOMJIEHbI C YTBEPXKACHHOW (QOpMarIbHON NpoLeaypol HAIOXKEHUS JUCLUIUIMHAPHBIX
B3bICKAHUHM Ha COTPYIHUKOB, KOTOpbIE€ HApyIIWINM NPUHATHIE TOJIUTUKY U MPOLETYpHI
oe3onacHoctH [1]1H.

Cotpynuuku o00s3aHbl 0€3 TPOMEIJICHUST COOOIIaTh 000 BCEX HAOMIOJAEMBIX WIIH
noJo3puTenbHbIX cinydasix paborel MCII/IH, koTOpble MOTYT MOBJI€Yb 3a COOOWH Yrpo3bl
6e3omacHoct IIJIH, a Takke O BBIIBJICHHBIX UMM COOBITHSX, 3aTparduBalOlIMX O0€30MacHOCTh
IT/TH, pyKOBOACTBY MOAPA3AEICHHS U JIMIY, OTBEYAIOIIEMY 32 HEMEUICHHOE pPearupoOBaHUE Ha
yrpo3sl 6e3omacuoctu [1/1H.

Kontposar 3a coburoneHueM, Bblllle ONMCAHHBIX Tpe0OBaHMI 1O 3ammTe
NEePCOHAJIBHBIX JAHHBIX COTPyAHHKaMH OpraHu3anuu, BO3J1araercsi Ha OTBETCTBEHHOIO
no 3ammre uHpopmanuu B MCIIIH M OTBETCTBEHHOrO0 3a OpPraHU3aluIl0 00paldoTKHU
NEePCOHAJIBHBIX JaHHBIX B Opranusanuu.
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6. [lomkHOCTHbIe 06sa3aHHOCTK nonb3oBatenen UCIOH

JlomkHOcTHBIE  00si3aHHOCTM  monb3oBareneid  MCIIJlH  ommcansl B CIEAYIOMIMX
JIOKYMEHTax:
e MHcTpyKuus aAMUHUCTpATOpa 6€30MaCHOCTH;
e HMHucrpykuus nonp3osarens no skcmryaranuu C3U B UCIH;
e UMHcTpykuMs mo opraHusanuu pesepBupoBaHus M BoccraHoBieHus MCIIH,
o0paboTka uHIMAEeHTOB Oe3onacHocTH [1/1H;
e Uuctpykuus nons3oBarenein UCI/H;
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7. OTBeTcTBeHHOCTbL coTpyaHukoB UCIOH OpraHusauumn

B cootBerctBUU co cT. 24 @enepanbHOro 3akoHa Poccuiickoit @enepanuu ot 27 urois
2006 r. Ne 152-®3 «O mepcOHANbHBIX JTaHHBIX» JIMIA, BAHOBHBIC B HAPYIICHUH TpeOOBaHUM
naHHoro @eznepanbHOrO 3aKOHA, HECYT TPAXKIAHCKYI0, YIOJIOBHYIO, aJMHUHUCTPATUBHYIO,
JUCLUUIJIMHAPHYIO M HMHYKO NIPEIyCMOTPEHHYIO 3akoHoaarelbcTBOM Poccuiickoit denepanuu
OTBETCTBEHHOCTb.

JeiictBytomee 3akoHOnaTeNbcTBO P® mo3BONsIeT NPeabsBIsATH TpeOOBaHUS IO
obecrieyennto 0Oe3zomacHO paboTHl ¢ 3amMIiaeMor uH(OpManue u mpeaycMaTpuBaeT
OTBETCTBEHHOCTh 32 HApYILICHHE YCTAHOBJIEHHBIX MpaBWi JKciulyataiuu OBM u cucrewm,
HENPABOMEPHBIH JOCTyn K HWH(OpPMANMH, €CIH 3TU JEHCTBUS TPHBEIN K YHHUYTOXKEHHIO,
OJIOKMPOBAHMIO, MOIU(PUKAMA HHPOPMAIIMK WM HapyIIeHNI0 padoTel DBM uiu cereit (cTaThbu
272,273 u 274 YK PO).

Anmunuctpatop UCII/IH u anMuHUCTpaTOp 0€30MaCHOCTH HECYT OTBETCTBEHHOCTH 32
BCE JICHCTBUSI, COBEPIIICHHBIC OT MMEHU UX YYETHBIX 3aITMCEN UM CUCTEMHBIX YUCTHBIX 3aIHCEH,
€CJIM He JI0Ka3aH (PaKT HECAHKIIMOHUPOBAHHOTO HCIIOIH30BAHMS YUETHBIX 3aMHUCEH.

[Ipn Hapymenusx corpyaHukamu Opranuzanuu — nosas3zoBateneid MCII/Ix nmpasui,
CBA3aHHbIX C Oe3omacHocTbto II/lH, OHM HecyrT OTBETCTBEHHOCTb, YCTaHOBJIECHHYIO
JIEMCTBYIOLIMM 3aKoHoAaTenbeTBoM Poccuiickoit denepanumn.
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